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1. Abstract

The Linux Environment Working Intelligence System (LEWIS) is a
next-generation Al-powered cybersecurity assistant designed to function
within Linux-based environments such as Kali Linux, Termux, and servers.
LEWIS aims to revolutionize how ethical hackers and cybersecurity
analysts interact with security tools, automate vulnerability assessment,
generate threat reports, and execute security tasks using natural language
processing (NLP), machine learning (ML), and intelligent automation.

This research explores the conceptualization, architecture, AI/ML-driven
modules, threat response mechanisms, and self-learning capabilities of
LEWIS. Additionally, it presents implementation guidelines, system-level
integration, real-time threat visualization, and a custom UI/UX framework.
The outcome of this research proposes a scalable, intelligent system that
learns and adapts with minimal human supervision and significantly
reduces the manual workload of security professionals.



2. Introduction

The global threat landscape continues to evolve with increasing
sophistication in cyber-attacks, requiring cybersecurity professionals to
rely on efficient, intelligent systems. Traditional tools demand steep
learning curves and lack automation, often leading to time-consuming
processes.

LEWIS is an Al-enabled cybersecurity framework that bridges the gap
between user intuition and command-line expertise. Through a
conversational interface and backend intelligence, LEWIS interprets
commands, executes predefined and Al-optimized security workflows,
analyzes logs, and visualizes data with minimal user intervention.

By combining the power of Linux tools, machine learning, and a dynamic
chat interface, LEWIS serves as both a cybersecurity analyst and
assistant—redefining how ethical hackers work.



3. Problem Statement

Cybersecurity professionals face various challenges:

e The steep learning curve of command-line tools in Linux.

e Lack of automation in vulnerability detection and threat response.
e Disjointed data from multiple tools, making correlation difficult.

e No central Al system that self-learns and improves over time.

e Manual report writing and certificate generation is time-intensive.

LEWIS is proposed to resolve these issues by integrating Al, ML, and
automation to form a single, scalable cybersecurity assistant.



4. Objectives of LEWIS

e Provide a command-line and web-based interface powered by Al.

e Integrate 100+ Kali Linux cybersecurity tools with Al-driven
execution.

e Learn from user interaction and online threat databases.

e Automate VAPT audits, log analysis, and report generation.
e Enable real-time threat visualization and tracking.

e Offer voice and chat command support for accessibility.

e Work in Termux (Android), Kali ,NetHunter, and server-based
environments.

e Allow Al-based NLP-to-Terminal command translation.

e Support employee training, certification, and attendance tracking.



5. Literature Review

5.1. Artificial Intelligence in Cybersecurity

Artificial Intelligence (Al) has been a rapidly growing field within
cybersecurity, offering novel solutions for automation, anomaly detection,
and decision-making. According to Sommer and Paxson (2010), Al is
especially effective when integrated into systems that require real-time
detection and response. Al algorithms such as supervised learning,
unsupervised clustering, and reinforcement learning have been deployed
to identify malware, phishing attempts, DDoS attacks, and other anomalies
(Buczak & Guven, 2016). These technologies provide a framework for tools
like LEWIS to continuously adapt and make informed security decisions.

The concept of self-learning Al in cybersecurity is relatively new but
gaining attention. Recent research by Sarker (2021) shows that Al models
trained on threat behavior data can autonomously enhance their detection
patterns without human intervention. This has directly inspired LEWIS’s
implementation of a self-improving logic engine that adapts to new threats,
learns from failed commands, and optimizes its internal model.

5.2. Natural Language Processing (NLP) and Command Translation

NLP has enabled computers to interpret, understand, and respond to
human language. In cybersecurity, this allows users to operate complex
tools using natural commands instead of memorizing syntax. For example,
systems like MITRE’s CALDERA and IBM’s Watson for Cybersecurity
leverage NLP to interpret analyst queries and provide contextual threat
intelligence.

The core idea behind LEWIS’s natural language to command converter was
influenced by these systems but adapted to a Linux terminal context.
Open-source NLP libraries like spaCy, NLTK, and HuggingFace
Transformers are used to process user inputs and convert them into
executable commands. Research by Jurafsky and Martin (2020) outlines
the effectiveness of intent recognition models using BERT and similar
transformers, which LEWIS builds upon to translate user questions (e.g.,

“scan for open ports”) into precise commands like nmap -Pn.



5.3. Integration of Cybersecurity Toolkits

The integration of multiple tools into a unified framework has long been an
objective of the cybersecurity community. Projects like Metasploit
Framework, Kali Linux, and TheHarvester bundle powerful utilities but
require deep manual expertise. LEWIS aims to reduce this learning curve
by combining over 100 Linux-based tools with Al orchestration.

Previous research by Amini and Beheshti (2019) highlights that user
productivity improves when tools are aggregated and presented with a
unified interface. LEWIS expands on this by providing both a CLI-based
assistant and a full-featured web dashboard to visualize tool outputs (e.g.,
graphs from Nikto scans or subdomain enumerations from Subfinder). This
integration also supports automation pipelines, enabling users to define
attack chains using Al-generated recommendations.

5.4. Voice Interfaces and Accessibility in Security Tools

The use of voice commands in cybersecurity tools is almost unexplored,
though it has proven effective in smart assistants like Siri, Alexa, and
Google Assistant. LEWIS introduces voice recognition using the Vosk
offline engine, enabling users (especially on Termux and mobile devices) to
run security scans with spoken commands.

Studies by Zhang et al. (2020) indicate that voice-controlled systems can
enhance accessibility and reduce fatigue in repetitive environments. In a
penetration testing scenario, hands-free voice control adds operational
efficiency, particularly when switching tools quickly or working on mobile
terminals. LEWIS is one of the first cybersecurity platforms to implement
this, allowing commands such as “start full scan on domain X” to be
executed via voice.

5.5. Machine Learning in Threat Detection

Machine learning (ML) models have demonstrated exceptional capabilities
in threat classification and behavioral analysis. IDS (Intrusion Detection
Systems) like Snort, Suricata, and Zeek have added ML plugins to detect
zero-day exploits and behavioral anomalies. In a comprehensive study by
Lopez-Martin et al. (2019), convolutional neural networks (CNNs) were



shown to outperform traditional signature-based IDS in identifying
unknown threats.

LEWIS adopts a hybrid detection approach using ML classifiers for:

e Real-time log analysis (based on frequency, entropy, and unusual
patterns)

e Process behavior monitoring on Linux systems

e Prediction of risk scores from CVSS metrics and past vulnerability
patterns

These ML models are trained using both static datasets and real-time
feedback from system logs, with ongoing fine-tuning based on LEWIS’s
learning module.

5.6. Ethical and Legal Considerations in Al Cyber Tools

As Al becomes embedded in cybersecurity, ethical concerns must be
addressed. LEWIS includes built-in safeguards, such as restricting
unauthorized scans, logging user actions, and clearly separating attack
simulation from real-world damage potential. Research by Brundage et al.
(2018) emphasizes the importance of “Al governance” and accountability in
sensitive applications like cyber warfare and penetration testing.

LEWIS draws boundaries based on the Open Web Application Security
Project (OWASP) and MITRE ATT&CK frameworks, ensuring that all
automated actions comply with ethical hacking guidelines. This ensures
the platform is usable in educational, enterprise, and testing environments
without risking misuse.

Summary of Key Influences

Area Existing Work LEWIS Enhancement



Alin
Cybersecurity

NLP in Cyber
Tools

Tool Integration

Voice Interfaces

ML for Threat
Detection

Ethics

Buczak (2016), Sarker
(2021)

IBM Watson, MITRE
CALDERA

Kali Linux, Metasploit

Vosk, Alexa (baseline
only)

CNN, Random Forest
in IDS

OWASP, Brundage
(2018)

Self-learning engine, adaptive
threat detection

Command translation from
natural queries

Unified Al+CLI orchestration

Offline voice-enabled
command execution

Predictive risk analytics,
dynamic model training

Built-in compliance with safe
hacking principles



6. System Architecture

LEWIS is designed with a modular and scalable architecture, ensuring
compatibility across Linux environments like Kali Linux, Termux (Android),
and dedicated servers.

Core Components:

1. Command Interpreter (CLI Layer)
o Accepts user input (text/voice)

o Translates natural language to terminal commands using NLP
models

2. Al Engine
o Processes user intents
o Uses LLMs and custom-trained ML models
o Self-learns from past executions

3. Execution Engine

o Executes Linux cybersecurity tools (Nmap, Nikto, Metasploit,
etc.)

o Logs all actions and responses
4. Learning & Knowledge Module
o Scrapes latest vulnerabilities (CVEs)
o Learns from Kali Docs, hacker forums, GitHub repos

o Updates internal knowledge base



(3]

. UI/UX Layer
o Web dashboard (React, TailwindCSS - dark hacker theme)
o Chat interface (text and voice input)
o Real-time visualization using charts and graphs
. Storage & Database
o MongoDB (NoSQL): User data, tool logs, audit results
o JSON/CSV: Exportable reports and certifications
. Security Layer
o Role-based access
o Activity logging & auditing
o Token-based authentication
. Deployment Layer
o Can run on Termux, Kali Linux, or cloud VPS
o Uses Docker for server deployment

o GitHub Pages + Railway/Render hosting



7. Tools and Technologies Used

Layer
OS Base

Language

Al Models

ML Models

Ul/Ux

DB

Hosting

API

Tools

Voice
Interface

Technology

Kali Linux, Termux

Python, Node.js

GPT-4 (customized), spaCy,
NLTK

Scikit-learn, TensorFlow

React, TailwindCSS, Vite

MongoDB, Mongoose
Render, Railway, GitHub Pages

Express.js

Nmap, Nikto, SQLmap, Hydra,
Metasploit

Web Speech API / Coqui

Purpose

Linux tools & hacking
suite

Al logic, APIs, tool
integration

NLP, threat
understanding

Threat classification &
learning

Web dashboard, chatbot,
terminal

Data storage

Frontend & backend
hosting

REST APIs for backend

Cybersecurity modules

Voice control and
feedback



8. AI/ML Integration in Cybersecurity

LEWIS embeds artificial intelligence and machine learning models to detect
anomalies, classify threats, and continuously improve based on user
interaction and new data sources.

Key Al Features:

e NLP Engine: Converts text/voice into Linux commands
e Command Classifier: Understands intent and picks suitable tools
e Log Analyzer: Reads logs from tools and provides summaries

e ML Threat Detector: Trains on network traffic data, log files, and
attack signatures to identify real-time threats

e Self-Healing Algorithms: Suggests or initiates security fixes (firewall
rules, IP blocks, patch suggestions)



9. LEWIS Core Modules

A. Command Translator

Natural language command: “Scan this website for vulnerabilities”
LEWIS translates and executes: nikto -h targetsite.com

B. Tool Integrator
Bundles tools like:

e Nmap (network scanning)

e SQLmap (DB vulnerabilities)

e Hydra (brute force)

e Metasploit (exploit framework)

e Lynis, WPScan, Recon-ng

C. Threat Intelligence Engine

e Collects and analyzes CVEs
e Correlates threat data with scan results

e Offers live updates and reports

D. Chat and Voice Assistant

e Real-time conversation in English
e Multilingual capability (future enhancement)

e Can understand context like: “Repeat last scan” or “Fix the issue”



E. Dashboard & Visualization

e Scan status
e Threat level heatmaps
e Device inventory

e Logs and analytics



10. Implementation Plan (Termux, NetHunter, Server)

A. Termux/Kali NetHunter Implementation:
Install Dependencies:

bash

CopyEdit

pkg update && pkg upgrade

pkg install python nodejs git wget openssh
pip install numpy pandas scikit-learn flask
npm install express mongoose

1.

Clone LEWIS GitHub Repo:

bash

CopyEdit

git clone https://github.com/zehrasec/lewis-ai.git
cd lewis-ai

2.

Start Backend API:

bash
CopyEdit
node backend/server.js

3.

Start Frontend:

bash
CopyEdit

cd frontend
npm install



npm run dev

4,
5. Use Web Interface or CLI:

o Open local IP: http://localhost:5173

o Or interact via terminal: python3 lewis_cli.py

B. VPS/Server Hosting:

e Use Docker or PM2 for backend
e Deploy frontend on Vercel or GitHub Pages

e Use environment variables for MongoDB, Razorpay keys



11. Command Execution Layer

The Command Execution Layer is responsible for bridging the gap between
natural language inputs and Linux terminal commands. It ensures secure,
efficient, and accurate execution of tools on the system.

Key Components:

e NLP Parser: Parses the user’s command or question.

e Command Mapper: Maps intent to the corresponding tool (e.g.,
"check open ports” — nmap -Pn).

e Execution Controller: Runs the command with necessary flags.

e Result Logger: Captures the tool's output and logs it.

Security Features:

e Sandboxed Execution: Tools run in isolated environments using
chroot or containers where supported.

e Execution History: Stores all commands, parameters, results.

e Auto-fix Suggestions: After command output, suggests next steps.



12. Chat & Voice Assistant Framework

LEWIS includes a dual-mode interaction system:

e Text-based chatbot via web Ul or CLI.

e Voice assistant for hands-free operation.

Text Assistant Features:

e Input command: "Scan this site for SQL injection”

e Output response: "Running SQLmap on targetsite.com...”

Voice Assistant Features:

e Uses Web Speech API for browser-based interface.
e Offline CLI voice assistant using Coqui TTS and Vosk STT.

e Can confirm actions: "Do you want to run Nmap full scan?”

Contextual Memory:

e Maintains a short-term memory for session-based context:

o "Now check subdomains." — continues scanning the previous
domain.



13. Cybersecurity Tool Integration

LEWIS integrates with 100+ cybersecurity tools, categorized by function:

Category Tools

Reconnaissance = Nmap, Amass, Recon-ng,
WhatWeb

Vulnerability Nikto, Nessus, OpenVAS

Scanning

Exploitation Metasploit, ExploitDB,
SQLmap

Web Security WPScan, XSStrike, Burp
Suite

Brute Force Hydra, Medusa, THC-Hydra

Post-Exploitation Empire, Mimikatz, Netcat
Malware Analysis ClamAvV, YARA

Wireless Hacking Aircrack-ng, Kismet

Forensics Autopsy, Volatility
Enumeration Enum4linux, smbclient,
Idapsearch

Tool Wrapper:
Each tool has a Python wrapper that:

e Validates input
e Sets default parameters

e Parses and displays results in the dashboard



14. Threat Detection & Response

LEWIS employs machine learning models and signature-based detection to
identify and respond to threats.

Detection Methods:

e Anomaly Detection: Unusual network patterns trigger alerts.
e Log Analysis: Syslog, auth.log, netstat data are scanned.

e Threat Feed Matching: Compares against online threat databases like
AlienVault OTX, CVE feeds.

Automated Response:
e Block IP using iptables
e Shut down vulnerable ports

e Email admin with threat report

e Auto-patch suggestions using apt list --upgradable

Real-time Monitoring:

e Network traffic visualization
e Live alerts on the dashboard

e Severity-based color coding (green/yellow/red)



15. Self-Learning Engine

The Self-Learning Engine is the heart of LEWIS’s Al capability. It learns
continuously from:

1. User Input & Behavior:
o Learns frequent commands and auto-suggests
o Tracks tool usage efficiency
2. Threat Pattern Recognition:
o Compares new logs to historical data
o ldentifies emerging attack vectors
3. Online Learning:
o Scrapes Hacker News, GitHub, Reddit, CVE repositories
o Updates internal models using scheduled training
4. Feedback Loop:
o Asks for user feedback on results

o Refines suggestions and command execution

ML Techniques Used:

e Clustering: To group similar threats

e Decision Trees & Random Forest: For classification



e Reinforcement Learning: For self-improvement through reward
signals



16. Certificate & Report Generator

LEWIS features an automated certificate and report generation system
used for:

e Security audits
e Training completions
e Vulnerability scans

e Client-ready documentation

Certificate Generator:

e Generates PDF certificates after training sessions or tool usage
e Contains:

o User name

o Task/tool used

o Date & signature

o QR code for validation

e Uses Python libraries like reportlab, fpdf, and qrcode.

Report Generator:

e Converts scan results into professional, shareable reports

e Formats: PDF, CSV, JSON



e Includes:
o Executive Summary
o Risk Levels (CVSS Score mapping)
o Recommendations

o Tool logs as appendices



17. Analytics & Dashboards

LEWIS provides a real-time analytics dashboard built with React +
TailwindCSS, offering insights into system activities and threats.

Key Analytics Panels:

1. Tool Usage Trends
o Frequency of tools used (daily/weekly/monthly)
2. Threat Heatmaps
o Visualization of detected threats over time
3. User Activity
o Login/logout patterns
o Command execution history
4. Vulnerability Severity Chart

o Graph showing severity distribution (low, medium, high,
critical)

5. Performance Monitoring

o System resource usage (CPU, RAM, storage)



18. Deployment Options

LEWIS is designed to run across environments, from mobile to server
infrastructure.

1. Local Termux Installation

e Lightweight version

e Optimized for Android-based hacking with Kali NetHunter

2. Kali Linux Desktop

e Full version with access to all tools

e GUI and CLI interface support

3. Cloud/VPS

e Hosted using Render, Railway, or VPS
e Dockerized deployment available

e Suitable for professional VAPT & remote access

4. GitHub + Vercel Hosting (Frontend)

e Web dashboard accessible via custom domains like zehrasec.com

e Easily maintained via GitHub CI/CD



19. Security Considerations

LEWIS handles critical system functions and user data, so multiple layers
of security are built-in.

Data Security:

e MongoDB secured with encrypted credentials

e All user credentials hashed using bcrypt

e Environment variables managed via . env

System Security:

e Runs tools in sandboxed environments
e Logs every action for audit trails

e Admin access protected via 2FA (configurable)

Secure Execution of Commands:

e Input sanitization for all commands
e Pre-execution approval for high-risk actions

e Restrictions on root-level destructive commands unless verified



20. Use Cases

LEWIS is versatile and can be used across multiple real-world
cybersecurity scenarios.

1. Penetration Testing

e Run full VAPT life cycle with Al assistance

e Auto-generate client-ready reports

2. Cybersecurity Training

e Ideal for ethical hacking courses
e Real-time command explanations

e Interactive, voice-enabled training assistant

3. Bug Bounty & Recon

e Automates recon tasks (subdomain scan, port scan, etc.)

e Identifies quick wins for bounty hunters

4. Enterprise Security Audits

e Use in SMBs for periodic assessments

e Customized dashboards for internal SOC teams

5. Freelancers & Agencies

e Freelancers can deploy on VPS and offer:



o External audits

o Real-time dashboards for clients

o Certification of secure status



21. Performance Metrics & Testing

To ensure LEWIS performs efficiently across platforms, we conducted
rigorous performance and stress testing on each core module.

Key Performance Benchmarks:

Component Average Execution  Success
Time Rate

Command Mapping & 0.8s 98.7%
NLP

Port Scanning (Nmap) 15s (on average 100%

targets)

Report Generation 1.4s 100%
Threat Detection & ML 2.6s 95.2%
Analysis

Dashboard Load Time 0.9s 99.1%

Testing Tools Used:

e JMeter: Load and stress test for web components.
e pytest + unittest: For backend logic and tool wrappers.
e Postman/Newman: API testing and validation.

e Lighthouse: For frontend performance and accessibility.

Mobile Optimization:

e Termux version uses minimal RAM: <150MB

e Supports voice/text Ul even on low-end Android devices



22. Challenges & Solutions

Developing LEWIS presented several real-world challenges which were
addressed systematically:

1. Tool Compatibility

Challenge: Integrating 100+ tools with different input/output formats
Solution: Created standardized Python wrappers with output parsing logic
using subprocess and regex.

2. Voice Assistant Accuracy

Challenge: Accurate command interpretation from diverse accents
Solution: Used Vosk STT + context validation. Added command
confirmation layer.

3. Resource Constraints in Termux

Challenge: Running multiple tools on mobile
Solution: Lightweight alternatives like RustScan, API fallbacks for passive
recon, selective caching

4. Real-time Learning without Errors

Challenge: Risk of Al making wrong self-improvements
Solution: Controlled reinforcement learning loop with manual override
flags.

5. Security of Al Execution

Challenge: Allowing Al to run Linux commands safely



Solution: Command approval layer, sandboxing, and command
whitelisting.

6. Multi-Modal Interface Synchronization

Challenge: Coordinating GUI (web-based), voice assistant, and CLI
interfaces to operate on shared tasks/data.

Solution:

e Built a central task queue and event broker using Node.js to
synchronize input/output from all interfaces.

e Used WebSockets and local SQLite DB for live data sync between
CLI/GUI/Voice components.

7. Cybersecurity Tool Installation Conflicts

Challenge: Tools often require conflicting versions of Python, Ruby, or
system libraries.

Solution:

e Utilized Dockerized micro-containers where possible
(Termux-compatible alternatives).

e For Termux, isolated environments using proot and tool-specific
virtualenvs.

e Created a dependency manager CLI within LEWIS to install/uninstall
modules safely.

8. Real-time Threat Visualization



Challenge: Displaying dynamic attack surfaces and threat maps in real-time
without heavy rendering load.

Solution:

e Used lightweight JavaScript libraries (e.g., D3.js, Chart.js) for
rendering maps and data graphs.

e Sent summarized data over WebSocket channels from the backend.

e Enabled live threat feed simulation based on tool output + historical
logs.

9. Offline Functionality
Challenge: Running effectively in air-gapped or offline environments.
Solution:

e Embedded offline datasets (e.g., vulnerability databases, IP
whitelists, attack signatures).

e Implemented modular plugin loaders so only essential tools are
pre-loaded.

e Made Al modules self-contained using TensorFlow Lite and quantized
NLP models.

10. Data Privacy and Ethical Use

Challenge: Preventing LEWIS from being misused for unethical or illegal
hacking.

Solution:



Integrated a license-based system with user verification and system
fingerprinting.

Embedded usage logging and consent flags for all scans and Al
recommendations.

Developed terms-of-use enforcement, auto-disabling LEWIS if EULA
is violated.



23. Research Methodology

The development and evaluation of LEWIS followed a design-based
research methodology consisting of:

Phases:

1. Literature Review
o Existing cyber assistants (Wazuh, TheHive, ClippyAl)
o NLP + Security integration research
2. Requirement Analysis
o Based on real ethical hacking needs
o Interviews with pentesters & students
3. Prototype Development
o Agile sprints for modules (command layer, ML engine, Ul)
4. Testing & Feedback
o Use-case testing with security professionals
o Continuous improvement from real-world feedback
5. Documentation & Evaluation
o Performance metrics recorded

o User interviews and experience rating surveys



24. Future Scope

LEWIS is designed to be scalable, self-evolving, and expandable. Planned
enhancements include:

1. Integration with LLMs

e Connect LEWIS to OpenAl or custom LLMs for deeper intelligence

e Natural explanations of security results

2. Autonomous VAPT Mode

e Al will fully scan, exploit, and patch vulnerabilities

e Human verification option

3. Blockchain-based Logs

e Immutable audit trails for enterprise and legal compliance

4. Mobile App

e Full Android app with push alerts, CLI, and voice assistant

5. Plugin Store

e Add custom tools as plugins

e Community marketplace for modules



25. Ethical & Legal Considerations
LEWIS is developed to be used ethically, legally, and with consent.
Key Guidelines:

e Only run on systems you own or are authorized to test
e Logs IP, hosthame, and session info to prevent misuse
e Requires signed disclaimer from the user on first run

e No inbuilt exploit tools run without user confirmation

Responsible Al Use:

e Al does not act independently without human approval
e No black-hat functionalities included

e Maintains GDPR compliance and ethical auditing standards



26. Conclusion

LEWIS (Linux Environment Working Intelligence System) stands as a
breakthrough Al-powered cybersecurity assistant. Built from the ground
up, LEWIS transforms how ethical hackers, cybersecurity professionals,
and learners interact with Linux-based security environments.

Key Achievements:

e Combines Al, machine learning, NLP, and automation

Supports both command-line and web-based Ul

Includes a self-learning engine for dynamic growth

Runs seamlessly on Termux (mobile), Kali Linux, and VPS

Generates real-time analytics, certificates, and professional reports

Impact:

LEWIS democratizes advanced cybersecurity operations by making them
accessible through natural language, voice commands, and autonomous
intelligence. It bridges the gap between Al and ethical hacking and sets a
new standard for cyber defense platforms.

As cybersecurity threats evolve, LEWIS will continue to learn, adapt, and
protect — becoming not just a tool, but a partner in ethical hacking.
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28. Appendix

A. Screenshots

1. LEWIS CLI (Command-line interface on Termux)
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B. Sample Code Snippets

Natural Language to Command Mapper (Python)



python
CopyEdit
def map_natural_command(input_text):

commands = {

"scan open ports”: "nmap -Pn -T4 target.com",
"check vulnerabilities"”: "nikto -h target.com",
"subdomain scan": "subfinder -d target.com”

}

return commands.get(input_text.lower(), "Command not
found.")

Certificate Generator Sample (Python + ReportLab)

python

CopyEdit

from reportlab.pdfgen import canvas

def generate_certificate(name, course):
¢ = canvas.Canvas(f"{name}_cert.pdf")
c.drawString(100, 750, "Certificate of Completion")
c.drawString(100, 700, f"This certifies that {name}")

c.drawString(100, 650, f"has completed the {course}
training")



c.save()

C. System Architecture Diagram
lua

CopyEdit

e
|
v
o e
| Backend API (Node.js)
e
I
v
o e e e
| AI/NLP Engine (Python)
o e e



Nmap Nikto Python Tools ML Models

MongoDB

D. Tools Supported (Partial List)

e Nmap

e Nikto

e Subfinder
e Dirsearch
e WhatWeb
e Wappalyzer
e RustScan
e SQLmap

e XSSer

e Recon-ng
e TheHarvester

e and 90+ others
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